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Outlook

Ø DeFi and Uniswap introduction

Ø Features of Uniswap from network science

Ø Arbitrage opportunities 

Ø Rug-pull attacks 
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The rise of DeFi and decentralized exchanges (DEXs)
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―DeFi advantages: permissionless, transparency, interoperability, etc.

―DEXs advantages: no intermediaries, no counterparty risk, 24/7 trading, etc.

―The TVL of DeFi reached its peak in 2021, and it rises again this year.



Blockchain &DLT
Research Group

UZH
Blockchain
Center

Uniswap as a leading DEX platform
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―Uniswap was launched in November 2018 and currently has four versions,

The most widely used versions are V2 and V3, while V4 is under test.

―Uniswap still accounts for 27.3% of TVL among all decentralized exchanges.
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Uniswap introduced Automated Market 
Makers that replaced limit order books with 
liquidity pools (reserves)

Prices are not set by market makers, but 
automatically determined by the state of the 
reserves 
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Pairs of tokens can be traded in Liquidity Pool
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Figure 1: AMM-based DEX within the broader taxonomy of
DeFi on blockchain. AMM as an algorithm and DEX as an
application are not mutually inclusive.

not exclusively employed by DEX. DeFi applications such
as lending platforms, non-fungible tokens (NFTs), stablecoins
and derivatives all have protocols that make use of different
AMM algorithms.

AMMs can also assume various forms (see VII-B2). Pre-
diction markets for example commonly employs logarithmic
market scoring rule (LMSR), whereas constant function mar-
ket maker (CFMM) is the primary underpinning for DEX. In
particular, constant sum and constant product are the most
representative forms of CFMM, widely adopted by AMM-
based DEX protocols. Figure 1 illustrates AMM-based DEX
within the broader taxonomy of DeFi on blockchain.

The ensuing sections, III and IV, focus on CFMM mech-
anisms which have been adopted by major DEX, with their
exact formulas derived in Appendix A. Appendix IV-D briefly
presents other DeFi applications with AMM implementations.

III. FORMALIZATION OF MECHANISMS

Overall, the functionality of an AMM can be generalized
formally by a set of few mechanisms. These mechanisms
define how users can interact with the protocol and what the
response of the protocol will be given particular user actions.

A. State space representation

The functioning of any blockchain-based system can be
modeled using state-space terminology. States and agents
constitute the main system components; protocol activities are
described as actions (Figure 2); the evolution of the system
over time is modelled with state transition functions. This can
be generalized into a state transition function f encoded in the
protocol such that � a�!

f
�0, where a 2 A represents an action

imposed on the system while � and �0 represent the current
and future states of the system respectively.

/LTXLGLW\�3URYLGHU
3RRO�RI�$00�EDVHG�'(;

'(326,7�DFWLRQ
�

�,QSXW�����7RNHQ�$�����7RNHQ�%�
�2XWSXW����/3�6KDUHV

5HVHUYHV�
7RNHQ�$�����ѧ�����
7RNHQ�%����ѧ���

/LTXLGLW\�6KDUHV�
3RRO�7RNHQV�����ѧ�����

&ODLP�
/3�6KDUHV

$GG�
/LTXLGLW\

$PRXQW�7RNHQ�$

$P
RX

QW
�7
RN

HQ
�%

7UDGHU

6:$3�DFWLRQ
�

�,QSXW�����7RNHQ�$�
�2XWSXW�����7RNHQ�%

7RNHQ�% 7RNHQ�$

�������

���������
/LTXLGLW\�
$GGLWLRQ

/LTXLGLW\�
:LWKGUDZDO

$PRXQW�7RNHQ�$

$P
RX

QW
�7
RN

HQ
�%

���������

6HOO�7RNHQ�%���
%X\�7RNHQ�$

%X\�7RNHQ�%��
6HOO�7RNHQ�$

���������

/LTXLGLW\�3URYLGHU
3RRO�RI�$00�EDVHG�'(;

:,7+'5$:�DFWLRQ
�

��,QSXW����/3�6KDUHV�
2XWSXW�����7RNHQ�$�����7RNHQ�%

5HVHUYHV�
7RNHQ�$������ѧ����
7RNHQ�%�����ѧ��

/LTXLGLW\�6KDUHV�
3RRO�7RNHQV�����ѧ���

7RNHQ 6XUUHQGHU
/3�6KDUHV

3RRO�RI�$00�EDVHG�'(;

5HVHUYHV�
7RNHQ�$������ѧ�����
7RNHQ�%������ѧ���

/LTXLGLW\�6KDUHV�
�

3RRO�7RNHQV����

7UDGHU

6:$3�DFWLRQ
�

�,QSXW�����7RNHQ�%�
�2XWSXW�����7RNHQ�$

7RNHQ�$ 7RNHQ�%

3RRO�RI�$00�EDVHG�'(;

5HVHUYHV�
7RNHQ�$�����ѧ�����
7RNHQ�%������ѧ���

/LTXLGLW\�6KDUHV�
�

3RRO�7RNHQV����

(a) Liquidity provision and withdrawal.
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(b) Token exchange.

Figure 2: Stylized AMM mechanisms for liquidity providers
and traders.

The object of interest is the state � of the liquidity pool
which can be described with

� = ({rk}k=1,...,n, {pk}k=1,...,n, C,⌦) (1)

where rk denotes the quantity of token k in the pool, pk
the current spot price of token k, C the conservation function
invariant(s), and ⌦ the collection of protocol hyperparameters.
This formalization can encompass various AMM designs.

The most critical design component of an AMM is its
conservation function which defines the relationship between
different state variables and the invariant(s) C. The conser-
vation function is protocol-specific as each protocol seeks to
prioritize a distinct feature and target particular functionalities
(see Section IV).

The core of an AMM system state is the quantity of each
asset held in a liquidity pool. Their sums or products are
typical candidates for invariants. Examples of a constant-
sum market maker include mStable [21]. Uniswap [22] rep-
resents constant-product market makers, while Balancer [13]
generalizes this idea to a geometric mean. The Curve [23]
conservation function is notably a combination of constant-
sum and constant-product (see Section IV).

Any user can create a 
liquidity pool. It requires 

depositing funds of two 
tokens with reserves

and       ;
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Automated Market Makers can be applied for the FX market
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Creation of trading pairs are not 
centrally controlled
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There is a latent risk: 
Anyone can create a trading pair using 

any two ERC-20 tokens. 
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Features of Uniswap from 
network science
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Network size evolution

―The network has shown a clear growth trend from the initial 1 trading
pair on May 5, 2020 to the latest 266,826 trading pairs on Oct 31, 2023，
while Binance has just 1591 trading pairs.

Notably, there has been a significant liquidity pool created on
Uniswap V2 after Uniswap V3 was launched on May 5.

26/06/2024 10
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A systemic view of Uniswap: Liquidity Pool Network
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Snapshot 2020-08-31 
In this snapshot, nodes are tokens, and edges represent 
liquidity pools between them

26/06/2024 13
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A systemic view of Uniswap: Liquidity Pool Network

14

Snapshot 2022-08-31 

Over time, the network grew significantly and became 
more centralized

26/06/2024 14
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Degree, TVL of token and pair distribution
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―The degree and TVL of tokens and pair distributions follow a power-law 
distribution.

―This indicates that the network connections and TVL are concentrated in 
a small proportion of tokens and pairs.

26/06/2024 15



Blockchain &DLT
Research Group

UZH
Blockchain
Center

Important tokens and liquidity pools
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―The betweenness in network is used to measure the importance of tokens 
and pairs in the Uniswap market network.

―In general, neither tokens nor pairs’ TVL have a linear relationship with TVL. 

―The top 5 tokens with the highest TVL align with the top 5 tokens with the 
highest betweenness centrality, but this rule doesn’t work for the top pairs.

26/06/2024 16
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Core-periphery structure
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Comparing with the random network, the Uniswap network shows 
a core-periphery structure in terms of the number of nodes and 
average degree in the core group.

26/06/2024 17
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Core-periphery structure overtime
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―The average degree within the network core exceeds that of the entire network
over time, and the proportion of nodes within the network core diminishes.

This indicates that the core-periphery structure of the network is 
becoming more prominent over time. 

26/06/2024 18
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Arbitrage Opportunities 
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Arbitrage opportunities on Uniswap
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―Inconsistent prices among multiple trading pairs on Uniswap

―Arbitrage exists in loops where the product of tokens’ price is larger than 1.

―Product of tokens’ price
!"#
$"% × &'("

!"# × ()*+
&'("×

$"%
()*+ = 5×1× ,

-×2 = 5

―Arbitrage path

BTC ETH USDT Doge BTC
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―General arbitrage condition on Uniswap

―A cyclic arbitrage path involving n tokens T1, T2, ..., Tn, with Tn+1 = T1

― λ is the swapping fee on Uniswap, each transaction will deduct a fixed 
transaction fee λ (0.3% on Uniswap V2)

―If the product of the token prices, after subtracting swapping fees, is greater 
than 1, this indicates the existence of arbitrage opportunities

Arbitrage opportunities on Uniswap
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Arbitrage detection on Uniswap

―The relationship between the input 
amount and the output amount in
arbitrage paths shows a convex and 
monotonically increasing pattern.

―The best input amount is the point

where the marginal output amount 
equals the marginal input amount.
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Triangular arbitrage
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Arbitrage path: WETH → USDT → TKX → WETH
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Triangular arbitrage
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Among 507 triangular cycles, only 35 paths can achieve profits that
can cover the transaction fees on block 18,012,051(Aug 28,2023)

26/06/2024 24
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Triangular arbitrage opportunities are 
scarce at recent blocks
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Arbitrage paths with longer length
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Arbitrage path: WETH → USDT → REQ → DAI → USDC → DAO → WETH

26/06/2024 26
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Arbitrage paths with longer length

The longer the cycle length, the more opportunities for profitable 
arbitrage.

3 4 5 6 7 8

Cycle length
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C
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nt

Total cycles

Profitable cycles(profit¿0)

Profitable cycles(profit¿0.0039)
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Arbitrage profits with longer length
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Although the absolute number of cycles yielding high profits increases, the 
probability of discovering profitable arbitrage paths with high profits diminishes.
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Comparison of ETH<>USDC Uniswap (v3) pools on Ethereum and its rollups

Interchain Arbitrage

Tokens  can be traded on various CEXs, DEXs and blockchains. Not always largest 
price difference corresponds to the highest arbitrage value.



Blockchain &DLT
Research Group

UZH
Blockchain
Center

26.06.24 30

Arbitrageurs’ profits depend on price difference  and size of AMM liquidity pool

Arbitrage DEX <> CEX
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Volume of Arbitrage Transaction

The maximum volume of the arbitrage transaction has a closed formula
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Price differences persists over a few blocks: multiple seconds, sometimes minutes 

Arbitrage Decay Time
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Factors Impacting Arbitrage

Arbitrage  is an almost risk-free opportunity for profit, arbitrageurs can be  
interested in collecting it despite its actual magnitude
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Other Factors and Risks Arbitrage

―MEV (Maximal Extractable Value) 

―Transaction re-ordering attack 
within a block, e.g. front-running, 
for the winner of the MEV boost 
auction 

―Rug-pull Attack

―Sell off of the token by its creators 
after pumping its price

70% of MEV-transaction on Ethereum are related to arbitrage 
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Rug-pull Attacks 
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Processes of Rug-pull Attack
 

37

- Create a new token

- Create a liquidity pool at DEX 
with this token

- Build trust to attract liquidity

- Drain the money abruptly

- Sell your token

- Close (“burn”) your liquidity 
position
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Methods of Identifying Rug-pull Attacks

38

- Step 1 Identify the balance anomaly event
through the algorithm. 

balance change ratio r:

r = ./0/123	56	/	75831 /6739	/	79/1:/27;51
./0/123	56	7</7	75831	.36593	/	79/1:/27;51	

      There is a balance anomaly if ratio < r .

- Step 2  Optimize r.

- Step 3 There is a Rug-pull attack if:

Token creator=pair creator=transaction issuer

26/06/2024 38
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Parameter Optimization
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The number of price anomaly events has the largest increasing  
speed when threshold equals 0.02
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Result summary

40

Rug-pulled
pairs: 172,914

Total pairs: 242,872

Balance anomaly 
pairs: 242,615

242,381 balance
anomaly events
179, 640 Rug-pull

attacks
154, 212 Rug-pull

attackers

71.2% liquidity pools experienced Rug-pull attacks
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Rug-pull Attacks Over Time

The number of daily rug-pull attacks shows a general upward trend on
Uniswap V2, even with further notable increase after the launch of 
Uniswap V3.
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Types of Rug-pull Attacks

Most of the Rug-pull attacks are the Burn Rug-pull attacks, while a 
small portion are the Swap  Rug-pull attacks.
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Rug-pull’s Effect on TVL

Rug-pull attacks result a large mount of TVL lost from Uniswap,
around 4.5 million USD each day are lost by Rug-pull attacks.
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Conclusions



Blockchain &DLT
Research Group

UZH
Blockchain
Center

26/06/2024 45

Despite its decentralized nature, the Uniswap market has shown 
Centralization patterns in terms of degree distribution, TVL 
centralization, and core-periphery structure.

Centralization patterns of Uniswap network 

The longer the cycle length, the more opportunities for profitable 
arbitrage.

More arbitrage opportunities with the longer path

72% liquidity pools experienced Rug-pull attacks, and around 4.5 
million USD each day are lost by Rug-pull attacks.

Rug-pull attack is common on Uniswap
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